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“ESI Protocol™

Recommendations for
Electronically Stored Information
(ESI) Discovery Production
in Federal Criminal Cases




ESI Protocol Goals

 Forethought!!!
e Cooperation!!!
e Competency (IT)!!!

ESI Protocol




ABA Standards

ER 1.1 comm. (Competency):

“To maintain the requisite knowledge and
skill, a lawyer should keep abreast of changes
in the law and its practice, including the
benefits and risks associated with relevant
technology.”




States are incorporating it

California

Ethics Opinion requiring familiarity with
electronic evidence review and using it.



States are incorporating it

Florida

Mandatory CLE re e-discovery and using
technology to review it.



States are incorporating it

Nevada?

LA

“It'is useless to resist”
Darth Yader Des




SCENARIO #1:
Solo Detendant, Tax Return ID Fraud

“Protocol? What protocol?”



AUSA suggests waive Prelim
for discovery with 1 week

Agree

No discussion re content or
volume of discovery

No setting a meet & confer




Discovery

302’s

Tax returns

Client’s statements
Client’s priors

Total: 110 paper pages




Jail calls

Cl recorded calls
Video surveillance
Cell tower records
Emails

Texts

- Bank account data







Forethought??!

Cooperation??!




Approach the Court to resolve










SCENARIO #2:
Solo Detendant, Tax Return Fraud

Using the ESI Protocol
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ESI Protocol Principles

* Lawyers are responsible to be able to
address ESI in discovery

e Should include tech expertise personnel

* Meet & confer early
— Volume
— Format
— Means of production ST Protacal
— Scheduling e




ESI Protocol Principles

* Not required to process evidence for
opponent ... but ...

e |f processed, should share, for instance:
— OCR’ed
— Indexed or Table of Contents

— Source
— Exhibits or “hot docs”

e That goes for Defense discovery
production too!

ESI Protocol

cironically Stored Informati
(ESI) Discovery Production




ESI Protocol Principles

* Make good faith efforts to resolve disputes
without litigation

e |f AUSA is intractable, contact his sup
about applying the ESI Protocol

ESI Protocol




Engage in the Process

ESI Protocol




SCENARIO #2:
Solo Detendant, Tax Return Fraud

Using the Protocol






Forethought!!!
Cooperation!!!




Forethought!!!!
IT Competency!!!













Format.:
scanned paper

Look for computer-generated
versions of the files (“native”)




Format:
Ask what Is the original
form in which they
received the materials

And that does not mean on a
CDrom ...




Format:
scanned paper

Multi-page searchable PDFs
with Document Breaks*




Format:
Ask for a table of
contents of the

discovery




Format:
Searchable and

Usable




IT Competency!!!










Forethought!!!!
IT Competency!!!!







Friday before trial
Data 'Dump




Bench Book Handout

CRIMINAL E-DISCOVERY

A Pocket Guade for Judges

Federal Judicial Center
2015




Structure

e Overview
« Common Issues in Criminal e-Discovery
 Judicial Management of Criminal e-Discovery

* Appendices
« Responsibilities of both parties
 First Appearance Colloguy

 Discovery Status Conference e-Discovery
Colloquy

Pocket
Guide




Common Issues

e Funding e-Discovery

* Necessity of Litigation Support Assistance
 Variety of e-Discovery Software Tools

* \Volume

* Form of Production
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Funding e-Discovery

“When a case has complex e-discovery
Issues, the judge considering a CJA
appointment may need to factor in the
additional cost of reviewing, organizing, and
working with e-discovery.”
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Necessity of Litigation
Support Assistance

“Just as judges should be mindful of attorney
knowledge and experience in managing e-
discovery, they should also be aware that even
knowledgeable attorneys need skilled litigation
support.”
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Variety of e-Discovery
Software Tools

“There Is a vast array of software tools for
handling all of the stages of electronic
discovery.”

“No single software tool does everything
needed for e-discovery.”
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Variety of e-Discovery
Software Tools

“It also may be beneficial to place the
discovery into a cloud-based document-review
platform, so defendants, counsel,
Investigators, and experts can access it as
needed from various locations.”




Form of Production

“To benefit from the information available in e-
discovery, attorneys must know what format
the original data was in, what formatting
options are available, and how those options
affect their potential review of the data.”
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Structure

e Overview
« Common Issues in Criminal e-Discovery
 Judicial Management of Criminal e-Discovery

* Appendices
« Responsibilities of both parties
 First Appearance Coiioquy
 Discovery Status Conference e-Discovery
Colloquy

ocket
Guide

gl




Appendix A:
Both party responsibilities

e Conduct a meet-and-confer

e Discuss a reasonable schedule for producing
e-discovery.

 Memorialize any e-discovery agreements

* Gilve the court advance notice of any issues
that will significantly affect the production or
review of e-discovery, the need to request =
supplemental funds, or the scheduling of :
pretrial motions or trial.
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Appendix A:
Producing party responsibilities

 When possible, produce ESI as processed
to save the receiving party the expense of
replicating the processing.

e Create a table of contents.
e \Volume estimate.

e Third-party ESI in original format or in a
reasonably usable format

e Discoverable materials in a searchable
and reasonably usable format
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Appendix A:
Recelving party responsibilities

 Inspect e-discovery promptly after its receipt
and give notice to the producing party of any
production issues or problems that may
Impede using the e-discovery.
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Structure

e Overview
« Common Issues in Criminal e-Discovery
 Judicial Management of Criminal e-Discovery

* Appendices
« Responsibilities of both parties
. Flrst Appearance Colloguy

erv Status Conterence e-Discovery
Colloquy
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|A Colloquy

e Court asks AUSA re volume discovery?
 Parties familiar with & using ESI Protocol?
e |s there litigation support available?

e Scheduling a meet & confer?

» Explains expectations to use ESI Protocol
» Refers defense to sources of help
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Discovery Conf. Colloguy

« Multi-def cases
* Designated one attorney/firm to manage ESI?
e Hooked up with National Lit Support Center?

* Held meet & confer?
« Using ESI Protocol?

« AUSA: evidence production schedule?
o Def: Started review of it?

 All e-discovery issues resolved?
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SCENARIO #3:
8 Detendants, Drug Smuggling

Using the ESI Protocol



Using ESI Protocol
& Judge managing e-Discovery

e AUSA is cooperative in getting defense
the e-discovery

e Can get@Soperhtignbligh Box.com in
formats you can use

 Now nekaretheoghtliih multiple
defendants

Cooperation!!!!




Joint Defense ESI Review

1 Lawyer manages ESI

Hires eforeathidsghpd Hit
Makes E0RaraidatH 511 counsel

Organ{;reg%@%ifeﬁfy! &




Finding what you need

I((

The proverbial “needle in the haystack”
Yeah, there S anapp for that

Work wi i cxpert to
determ|r~ " M) are best

With mw 4 M5 how to allow all
to reV|ew Kt




Cloud Computing

It’s not what you may think ...




Cloud Computing, Storing, and Sharing:
A Guidance for the Solo and Small Firm Lawyer

Donna Lee Elm and Sean Broderick

© 2013 by Domss Law 1 mad Seas Dimdenick. AT Faghta Fasarved.

Most of us went to law school to become trial or lawyers, not “techies.” But
with the explosion of technology offering such attractive services, lawyers who
had approached IT with “fear and loathing™ are overnight embracing it. From
reading and sending emails using Gmail, to conducting legal research using
Westlaw or LexisNexis, to preparing briefs using Microsoft Office 365, solo
practitioners and large firms alike have quickly adopted cloud technology. The
cloud offers many benefits, but it also presents a number of potential pitfalls to
unwary, inexperienced practitioners.

BENEFITS AND PITFALLS OF CLOUD STORAGE

Confronting increasing volumes of information in their cases, lawyers have
realized that the cloud can improve their efficiency, allow for greater flexibility,
and reduce costs. Cloud storage is especially attractive. For small firm
practitioners with little to no IT support. free to low-cost cloud storage services
like Dropbox and Box com are far cheaper than adding computers to the office,
and require no tech capabilities. Providers tend to charge for the services used, and
customers can turn on and off apps as needed. See ARMA International,
GUIDELINE FOR OUTSOURCING RECORDS STORAGE TO THE CLOUD (2010). Lawyers
can expand their cloud storage with a click of the button and not have to worry
about buying new hardware or learning how to create a network.

Cloud storage also allows attorneys greater options in accessing files. They
can reach their data any time from anywhere in the world, regardless whether they
are on an office computer, laptop, tablet, or smartphone. Moreover, other people
can be given secure access to cloud-stored information (e.g.. clients, experts,
investigators. and co-counsel) without having to let them breach the firm’s
firewall.

Particularly popular is how cloud files are immediately updated or synched
so that anyone accessing them from any device automatically reaches the most
recent version of a document. Because attorneys often collaborate with others in
different offices, the ability to share and synch files with them makes cloud storage

Handout:

Cloud Computing,
Storage, and Sharing:
Guidance for the Solo
and Small Firm Lawyer




Cloud Computing, Storage,
& Access

Joint Defense/Evidence Agreement
Who does & how ESI is organized
Segregating Work Product

Alerts, comments, communications

Access to investigators, experts

Cloud
Computing,
Storing and

Sharing




Cloud Computing




Cost of Cloud Service

 Not cheap
e Let Court know in advance

e 1 cloud %Wé@ﬁ@tj@nil! Litigation Support
person is cheaper than 8 doing it

without expert assistance, technology
Cooperation!!!]

Cloud
Computing,
Storing and

Sharing




Selecting the Cloud Service

Accessible to all lawyers

What software apps available

Ability to partition each defendant’s
work on discovery

Collaborative, concurrent drafting

on same document
Cloud

Computing,
Storing and
Sharing




Selecting the Cloud Service

Confidentiality

Who owns data?

Alert if attempts to get data?
Security?

Cloud
Computing,
Storing and

Sharing




Cloud Computing:
Security Concerns

Cloud
Computing,
Storing and

Sharing




Greatest Security Risk

Cloud
Computing,
Storing and

Sharing




 National Litigation Support office

— Sean Broderick, et al.
— sean_broderick@fd.org
— 510-637-1950




lient Review of ESI

jail if already allows it
p while client reviews



Client Review of ESI

jail if already allows it
t the process started




t Review of ESI

Use the

Guidancg fﬂl’ Guidance for the Provision
of ESI to Detainees

the Provision
of ESI to

Detaimees

Lulke.

Joint Electronic Technology Working Group
October 25, 2016




ient Review of ESI

orovides:
Defense / Court / USMS /
orking group

Guidance for the Provision
of ESI to Detainees



lient Review of ESI

ent can be used there?
equipment?

Guidance for the Provision
of ESI to Detainees
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